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What is EMP?

· Electro Magnetic Pulse is a burst of electromagnetic radiation from an explosion or a suddenly fluctuating magnetic field.  While there are conventional EMP generating devices with a range of a few hundred yards or maybe a mile or two, as far as potentially catastrophic effects on the nation as a whole go there are only two types of EMP to worry about.
· EMP from a nuclear explosion high above the atmosphere.  
· EMP from a solar storm.  

Types of EMP

· E1 Pulse – very fast component of nuclear EMP.  It is too fast for ordinary lightning protectors and destroys computers and communications equipment.

· E2 Pulse – many similarities to pulses produced by lightning. Least dangerous type of EMP because of the widespread use of lightning protection.

· E3 Pulse – much slower pulse caused by the Earth’s magnetic field being pushed out of the way by the nuclear explosion or solar storm followed by the field being restored to its natural place.   This process can produce geomagnetically induced currents in long electrical conductors (like power lines) which can damage or destroy power line transformers.

Causes of EMP

· High altitude nuclear explosion.  A nuclear explosion at high altitude will produce prompt gamma rays, which will travel away from the burst in a thin spherical shell at the speed of light.  When the downward directed rays encounter the upper regions of the atmosphere, they interact with atmospheric molecules, partially transferring the energy of the gamma rays to electrons.  The electrons begin travelling in roughly the same direction as the gamma rays but then begin to rotate spirally around the Earth’s geomagnetic field lines.  The electrons thus have a velocity component transverse to the direction of the gamma radiation, giving rise to a radiating magnetic field, which propagates down to the Earth’s surface.  EMP fields are stronger nearer the poles, where the Earth’s magnetic field strength is stronger (almost twice as strong at 500 magnetic latitude than at the equator) and stronger where the electron trajectories are perpendicular to the geomagnetic field.

· Line of sight effects.  The EMP signal will cover the geographic area within the line of sight of the detonation.  An explosion at an altitude of about 60 miles (100 Km) would expose 1.5 million square miles of surface to the EMP, more than 50% of the land area of the lower 48 states.  
· Simple fission bomb more effective than hydrogen bomb.  A hydrogen, or fusion, bomb detonates a simpler nuclear fission (like the Nagasaki nuclear bomb) bomb effectively as a first stage, some 10 microseconds before the detonation of the main fusion component of the bomb.  Since the fission stage ionizes (makes electrically conducting) the air, the EMP from the much more powerful fusion second stage is effectively shorted out.  Thus, a 10 to 20 kt fission weapon, comparable in size to the Hiroshima and Nagasaki nuclear explosions, can produce the same EMP as a hydrogen bomb with a yield in the Mt range, or 100 times as high.

Also, multi megaton thermonuclear, or hydrogen, bombs have much heavier and thicker casings, which absorb a much larger percentage of the prompt gamma rays that cause the EMP.  A fission weapon can be designed to have a minimum thickness casing to maximize the amount of EMP producing radiation that escapes from the explosion.

For a fission weapon, approximately 3.5% of the total energy emerges as prompt gamma rays, of which typically only 0.1% to 0.5% is radiated as EMP producing prompt gamma rays (depending on casing thickness). 
· Russian "Super EMP" bomb.  Russia is believed to have produced a "Super EMP" bomb, with an explosive yield of as little as 1 kt, but designed to produce primarily gamma rays and thus able to generate an E1 pulse of as much as 200,000 volts/meter.  This bomb would produce little or no E2 or E3 pulse.  China and North Korea are believed to have the same technology.
· Geomagnetic solar storm.  When a coronal mass ejection from the sun hits the Earth’s magnetic shield, it causes changes in the configuration of the Earth’s magnetic field, inducing direct currents in the long wires of the power grid.  
· Only E3 pulse

Effects of E1 Pulse

· E1 Pulse travels at 90% of the speed of light

· Peaks after 5 - 10 nanoseconds, over in 1 microsecond.  
· Normal circuit breakers do not work this fast.  Most surge arresters commonly used for lightning strike protection do not clamp fast enough to protect against the near instantaneous effects of an E1 pulse that is 1,000 times faster than a lightning pulse.
· Amplitude up to 50,000 volts/meter.  The longer the cable run and the more looped the cables connected to the EMP susceptible device, the greater the EMP effect will be.
· Circuit boards are 1 million times more sensitive than vacuum tubes, typically burning out at 1 microJoule of EMP energy or less compared to 1 to 2 Joules for 1960s style vacuum tubes.  As the size of a device decreases, its ability to absorb an E1 Pulse decreases as well.  Equipment designed for high voltage use, like motors, radars or lamps, is not as susceptible as equipment designed for low voltage use, like solid state devices, integrated circuits, and semiconductors.  
· Will cause integrated circuits connected to cables to overheat and give false readings, be damaged or destroyed.  General purpose desktop computers and SCADA remote and master terminal units were found in tests to be the electronic items most susceptible to EMP damage.  Apart from the RS-232 ports, which were found to be particularly susceptible, these devices performed in accordance with international standards and manufacturers’ claims.  Unfortunately, the likely E1 stress would exceed those standards.
Effects could range from temporary (false readings, auto-rebooting) to permanent requiring manual replacement of components.
SCADA

· Supervisory Control and Data Acquisition (SCADA) systems are electronic control systems that control electrical transmission and distribution, water management and oil and gas pipelines across the United States.  Together with digital control systems (DCS) and programmable logic controllers (PLC) they find extensive use in electrical transmission and distribution, water management, and oil and gas pipelines.  The U.S. power industry is investing about $1.4 billion annually in new SCADA equipment, 50 times the reinvestment rate in transformers for transmission.  25% to 30% of the protection and control equipment is upgraded or replaced annually, with each new component more susceptible to EMP damage than its predecessor.
· A SCADA system physically is very similar to the internals of a desktop personal computer and has the same vulnerability to an E1 Pulse.
· Tests indicate that the electronics would experience 100 to 700 ampere currents during an E1 pulse depending on the length of the Ethernet cables they are coupled to, impacting a significant portion of these systems.  Every system tested failed at some point.  Enclosures of SCADA system components generally just serve to shield them from the weather and do not act as Faraday cages that would provide protection from EMP.  SCADA systems generally are not coupled to the long cable runs that would act as receptors for an E3 Pulse.
If the data acquisition part of a SCADA system is not working properly, operators will be blind:  they will have no, or false, information about data such as flow volume, temperature, pressure, electrical power delivered or voltage in their systems.  They will not know whether valves or switches are open or closed.  If the control part is not working they will not be able to open or close valves, or switches, or barriers at railroad crossings.  In addition to service interruption, catastrophic and fatal failures of the system can result.

An example of the possible consequences is the June 10, 1999 Bellingham, WA pipeline incident, where following problems with the SCADA system and improperly set valves the pipeline ruptured, spilling 250,000 gal of gasoline into a creek, killing three when it ignited.

Another example is the July 24, 1994 accident at the Pembroke refinery in the UK, where the electronic control system malfunctioned after a lightning strike.  The control system indicated that an outlet valve was open when it actually was closed, resulting in flammable liquid continuing to be pumped into a container until it exploded.  10% of the total refining capacity of the UK was lost for over four months.

Widespread use of SCADA systems for critical infrastructure has allowed the systematic reduction of the work force having the necessary technical knowledge for manual operation and repair of these infrastructure systems.

Programmable Logic Controller


This is a Programmable Logic Controller, a device that monitors sensors or controls actuators and often forms part of a SCADA system.  Note the number of cables connected to the device, and the excellent antennas they would provide for delivering an E1 Pulse.

Effects of E2 Pulse

· E2 Pulse is very similar to the electromagnetic pulse produced by lightning.

· Because of the widespread use of lightning protection technology, E2 probably is the least dangerous type of EMP

· Effect would be similar to thousands of lightning strikes hitting power lines simultaneously

· Damage from E1 Pulse immediately previously could partially degrade lightning protection

Effects of E3 Pulse

· E3 Pulse lasts from tens of seconds to several minutes.  The greater the downward angle of the Earth’s magnetic field, further north, the stronger the E3 Pulse at ground level.
· Produces direct current Ground Induced Currents (GIC) in conductors

· Long distance electrical power transmission lines make excellent conductors

· The longer the conductor and the lower its resistance, the easier the GIC can flow 

· Direct currents of hundreds to thousands of amperes will flow into transformers, potentially causing overheating and fires or melting the transformer cores.

Other technological risk factors include the presence of absence of capacitors to protect from an E3 pulse, transformer internal and grounding resistance, transformer core construction (high voltage single phase transformers are more vulnerable); and the orientation of the high voltage lines (magnetic field fluctuations tend to flow in an east-west direction).


Geographic risk factors include: magnetic latitude (relative to the magnetic pole - ours is about 55 degrees);   ground conductivity (about average in the NW); and proximity to the coast (the conductivity of seawater enhances the surface electric field exponentially as you approach the coast).
Transformer Damaged During 1989 Geomagnetic Storm


This is a picture of the burnt and melted interior of a 500 kV transformer in New Jersey, damaged beyond repair by ground induced currents during the March 1989 solar storm.  The winding that is capable of carrying up to 3,000 Amp of alternating current was destroyed by geomagnetic direct currents of only about 300 Amps.  Luckily a replacement happened to be available from a delayed construction project in another part of the country and could be installed after only six weeks.

US Power Grid

These three regions have frequency independence from one another, and one region’s collapse would not necessarily lead to the collapse of the others.  However, the sub regions shown on the map for the Eastern Interconnection, which serves about 70% of the North American population, are for organizational purposes only and do not have frequency independence from each other.  A sufficiently large disturbance, like an major EMP event, will likely cause the power grid within a whole region to collapse through cascading failures.

Electrical power is the product of voltage and current.  Electrical resistance loss is proportional to the square of the current.  Thus, it is most efficient to transmit power at the minimum practical current, which means the highest possible voltage.  Standard values for modern alternating current (AC) transmission lines range from 115 kV to 765 kV, with currents up to a few 1000 amperes.

Electric Power Grid
Distribution to the end users of electricity typically involves stepping the voltage down to 13.5 kV to 69.5kV, before it is stepped down again to the 120 or 240 volts used in most households.  Distribution has substations, like transmission, only smaller, that are not manned, being run entirely through electronic controls.

There are about 2,000 large transformers rated 345 kV or above, with an average age of 40 years, about 18,000 generating plants rated 20 MW or above, about 14,000 large (10+ transmission lines each) substations, and 360,000 miles of electric transmission lines in the United States.

The vast majority of very large transformers, which can weigh up to 400 tons and need a 192 wheeler truck for transportation, are imported from Germany or South Korea.  Until 2010 there was no U.S. manufacturing capability for this equipment at all.   Worldwide capacity for these units, which are built to order and take 12 to 18 months to manufacture, is under 100 per year, most going to China and India.  Including transportation, delivery time for large transformers ordered today is over two years.  The U.S. replaces about 20 of its large transformers every year.  Thus, a loss of even 10% or 20% of the large transformers in the U.S. would take several years of worldwide production to make good, with no assurance that foreign manufacturers would give the U.S. priority over orders for other customers already in the pipeline.

At Risk EHV Transformer Capacity For a 4,800nT/min Geomagnetic Disturbance
 (Source: J. Kappenman, Metatech Corp.)


4,800 nT/min is the estimated strength of the 1921 solar storm caused EMP, 10 times that of the 1989 solar storm that caused 6 million power customers in the Northeast to lose power.  According to this study by Metatech, 365 of the 2,000 large transformers in the U.S. would be at risk in the event of such an EMP.  The percentages by state show the percentage of large transformers within each state that would be expected to be knocked out.  Regions with high percentages of at risk capacity could experience long duration power outages that could extend for several years.


You will note that the at-risk percentages for the northern states tend to much higher than for the southern states.  That is due to the fact that the strength of the EMP depends on the strength of the Earth’s magnetic field, which is stronger in more northern latitudes, and on the angle at which the Earth’s magnetic field is tilted.
Areas of Probable Power System Collapse 
Areas of probable power system collapse for a 4,800nT/min Geomagnetic Disturbance [From J. Kappenman, Metatech Corp., in “Severe Space Weather Events”, by the Space Studies Board]  This map shows the areas in which the power grid is believed to be most likely to collapse in the event of a solar storm of the intensity of the 1921 solar storm, or a nuclear EMP of similar intensity.  Not surprisingly, it is the areas in the previous chart with the largest concentration of red dots representing transformers expected to fail.
Effects on Power Grid

· “It is the Commission’s assessment that functional collapse of the electrical power system region within the primary area of assault is virtually certain”














2008 EMP Commission


Our electrical grid increasingly operates at or near capacity.  20 years ago the power grid had 20% standby capacity for emergencies.  Today that number is only 10%.  Modern technology has allowed the system to be utilized with ever smaller margins for error.  Relatively few additions to generation capacity have been made in the last decades, and many of those for political and environmental reasons were located long distances from where the power is used, increasing vulnerability to EMP.  


In an EMP event it is likely that not just a few components or systems will malfunction, but there will be hundreds or thousands of simultaneous malfunctions over a large geographic area, with a significant number of components being rendered permanently inoperable.  The resulting interactions and cascading effects would likely far exceed anything observed to date. 


The blackout following the August 2005 Hurricane Katrina that in some parts of Louisiana lasted for weeks or months gives a small preview.  It was a major factor in the failure of police, emergency and rescue services.  Gas stations and hospitals ceased operating.  Extensive support from unaffected fringe areas was crucial in post-Katrina recovery efforts.  Following an EMP event covering a large portion of the North American continent such support would not be available.

Consequences of Power Loss
· “Should the electrical power system be lost for any substantial period of time … the consequences are likely to be catastrophic … machines will stop; transportation and communication will be severely restricted; heating, cooling and lighting will cease; food and water supplies will be interrupted; and many people may die”














2008 EMP Commission


A July 2008 Threat Assessment of the Congressional Research Service estimated that the economic impact of a high altitude EMP event on the Baltimore-Washington-Richmond area could exceed $770 billion, and that the economic loss of the total area affected by such an event could be ten times as high.  By comparison, total economic damage from Hurricane Katrina was estimated at $80 to $125 billion.  The mid-case estimate for replacing damaged or destroyed transformers in this study was 13.5 months.

Test and Simulation Results
· SCADA components.  Tests indicate that the electronics forming part of SCADA systems would experience 100 to 700 ampere currents during an E1 pulse, depending on the length of the Ethernet cables they are coupled to, impacting a significant portion of these systems.  In those tests every system tested failed at some point.
· Power system protective relays.  Analysis and tests lead us to expect that many power plants will shut down improperly if their electronic protective systems have been damaged by an E1 Pulse an instant earlier.  For example, turbine bearings can fail and damage the shaft if the electronics engaging the emergency lubrication during shut down do not operate properly.  Boilers can rupture if cooling systems do not respond properly to temperature changes during shut down. 
· Cars, trucks, trains, planes.  Tests of 170E type traffic light controllers (accounting for about 80% of all such controllers in the U. S.) indicate that at EMP levels of 5 to 10 kV/m their cycle times became corrupted and at 10 to 15 kV/m they became damaged.  Until they can be replaced (if replacements are at hand) or manually reset police would have to manually direct traffic at intersections.
At EMP levels over 25 kV/m for cars and 12 kV/m for trucks EMP Commission test results test results indicate that we can expect about 10% of the cars in operation in the U. S. to experience serious EMP effects, including engine stall in some cases, and about 15% of the trucks in operation to react similarly.  Up to 2/3 of cars and trucks can be expected to show non-critical malfunctions like indicator lights blinking or coming on mistakenly.  If 25 million cars and trucks simultaneously suffered stalled engines or other serious problems that would cause widespread traffic accidents.  Inoperable traffic lights would exacerbate the situation.

The EMP Commission, to keep down the cost of vehicles destroyed in testing, tested its 55 cars and trucks with gradually increasing EMP field levels until each vehicle showed the first anomaly, and then stopped testing that vehicle.  It is possible that if the vehicles showing non-critical malfunctions had continued to be tested with higher EMP field levels some of them might also have failed catastrophically.
If a vehicle is not operating at the time of the pulse it will likely not be affected.  In some cases, turning off the engine, disconnecting the battery, reconnecting it, and restarting the car may help by resetting the electronics.
Railroad control centers have no specific EMP protection.  Damage to their electronics is expected to begin at E1 levels of 8 – 16 kV/m (compared to a possible E1 Pulse of up to 50 kV/m).  Their communications almost entirely depend on landline telephone lines.  The 20% of diesel-electric locomotives from the pre-microprocessor era are expected to be immune to EMP.  The 80% of newer locomotives rely heavily on microprocessors and are expected to be affected at EMP levels of 20 to 40 kV/m.  There is a manual fail-safe braking system on all trains allowing them to be stopped following loss of electrical control for the brakes.

There have been no in-flight EMP tests of commercial aircraft.  Because of the fact that commercial aircraft operate outside the protection of the atmosphere and have to be protected against lightning strikes, they are hardened against electromagnetic interference to a much higher degree than most ground based equipment.  Aircraft prior to the B-777 had mechanical/hydraulic links from the cockpit to the control surfaces, though they sill have some flight critical electronic components for which their EMP resistance remains unknown.  Newer aircraft like the B-777 rely much more on flight-critical electronics, though that is mitigated by up to four levels of redundancy.


Until 1991 we had a 1,000' by 600', facility at Kirtland Air Force Base in New Mexico, known as "The Trestle", large enough to test entire airplanes, like Air Force One or the B-52 bomber, for susceptibility to EMP.  It was the largest wooden structure in the world. The Trestle was shut down after the end of the Cold War and today is home to a colony of great horned owls.  We no longer have a way of actually testing the effects of EMP on modern aircraft.
At the daily peak there are as many as 6,000 airliners with 300,000 passengers in the air.  We saw on 9/11 that landing all those planes quickly is quite a task even with a functioning air traffic control system.  However, permanent damage to some air traffic control computers can be expected at EMP levels over 15 kV/m.  Repair or replacement of essential equipment could take from days to a month or more.
· Communications networks.  Landline networks are more resilient than cellular ones.  Immediately after an E1 Pulse we can expect that less than 10% of all calls will go through within a few hundreds of miles from the center of the directly affected area and about 70% outside of it.  This will increase to over 20% at the epicenter and over 90% outside the directly affected area after 48 hours.  If there is power from the grid after power from batteries and emergency generated has run out, almost complete restoration of service can be expected in about 10 days.  Without electric power telecommunications will largely cease in the affected area, with the resulting inability of citizens to access 911 call centers and of utilities to rely on commercial telecommunications to aid their crews in restoring service.
Mobile radios and interoperability switches (to facilitate communications among public safety departments) are likely not to be affected by EMP.  However, the computers in Public Safety Answering Points (911 call centers) have failed in tests at EMP levels of as low as 3 to 6kV/m (compared to a possible E1 Pulse of up to 50 kV/m), bringing down the communication system.

The Emergency Alert System (emergency broadcast system) can be expected to largely function after an EMP event, at least as long as emergency generator fuel lasts, though there will be E1 Pulse damage to some radio and TV transmitters and some AM radio receivers.

The Starfish Prime nuclear test in 1962 showed that the resulting radiation caused the premature demise of almost 40% of the satellites then in orbit.  Low earth orbit satellites (up to 1,250 mi high) are at higher risk than geostationary (22,200 mi high) or high earth orbit (apogee higher than geostationary) satellites.  The international Space Station and most satellites are in low earth orbit, while many communication satellites are in the much higher and more expensive geostationary orbit.
Nuclear EMP Tests
· US – Starfish Prime (1962)

· 1.44 Mt burst, 250 mi altitude over Johnston Island in the South Pacific

· 5.6 kv/m E1 pulse in Honolulu over 800 mi away.  This was a much lower level of EMP, due to the closeness to the equator and the strength and orientation of the Earth’s magnetic field there, than the 30 kv/m that it has been estimated the same explosion would have produced over the continental United States.
21 satellites were in orbit at the time of the Starfish Prime test or were launched within a few weeks.  Almost 40% of them suffered radiation damage as a result of the test that compromised or terminated their missions.

· USSR – Test 184 (1962).  This test was conducted with the power on, and without advance warning of the civilian infrastructure.  EMP will affect a power grid with the power on much more strongly than individual components not under power.  This is important to keep in mind when conducting tests.
· 300 kt burst, 180 mi altitude over Kazakhstan

· 1,000 to 1,300 nT/min E3 pulse

· Power station 300 mi distant set on fire within 10 seconds and burned to the ground by E3 Pulse effects and destroyed.  Circuit breakers were designed for brief lightning induced pulses, not for direct current lasting 90 seconds.  By the time they tripped, a vast amount of energy had been absorbed by the transformers and melted their cores.  Insulators were damaged by electrical arcing and above ground power lines came down.  Underground cables buried 3 ft deep were damaged over 300 mi away.
· 2,500 amp current with 350,000 volts induced in overhead phone line, causing spark gapping of the insulators and blowing all fuses.
Consequences
· Light, heating, cooking.  Without electric power there will be no light or electric heat (nor oil or gas fueled heat that requires electric pumps or ignition).  However, this will be the least of our problems.

· Water and sewage pumping.  Our water infrastructure includes over 75,000 dams and reservoirs, 168,000 drinking water treatment plants and almost 20,000 wastewater treatment plants, managed by over 100,000 utilities and private owners.  Electric power is not just required for pumping but also to treat drinking water.  Large water treatment plants can consume up to 100 megawatts, making back-up power impractical.
Without electric power for the pumps the water and sewer pumping systems will stop working.  Private well pumps will only work as long as there is fuel for any generators powering the pumps.  After less than a day the lower floors of city high rise apartment buildings will become uninhabitable as sewage starts to back up and overflow. After a day or two the only available drinking water will be that in rivers or ponds, which will rapidly become contaminated from the absence of functioning sanitary facilities.  Firefighters will have no working fire hydrants to deal with fires that may be caused by electric arcing or, after a few days, by people making fires to boil water, and demolishing buildings around a fire will become the only option of containing it (assuming fuel for the demolition equipment is available).

Lack of water can cause death after 3 or 4 days, compared to 4 to 8 weeks for lack of food, and, thus, is a much more immediate problem.  

At the end of the January 1998 Quebec ice storm the power black out caused Montreal’s two water treatment plants to shut down.  By the time the power came back on Quebec authorities were close to ordering an evacuation of Montreal.

· Oil and gas pipeline pumps, gas stations.  The U. S. has over 300,000 mi of natural gas and over 55,000 mi of large (8” or larger diameter) oil transmission lines, in addition to several million miles of smaller gathering and distribution pipelines.  50% of the crude oil received by U. S. refineries arrives by pipeline.  Natural gas for home heating and power generation as well as gasoline and fuel oil will stop flowing through the pipelines if the SCADA systems and pumps shut down.  It is not possible to safely operate an oil pipeline or a refinery without the process control provided by Programmable Logic Controllers (PLC), Distributed Control Systems (DCS) or SCADA systems.  Natural gas power plants have no fuel stored on site.  Gas stations will be unable to dispense gasoline except to the extent they have on site generators with independent fuel supplies for the gas pumps.  
· Transportation.  Many more cars and trucks would likely be damaged in vehicle crashes than disabled by EMP.  After the roads have been cleared and commuters have made their way home everything will depend on the restoration of power to gas station pumps.  Without the ability to refuel, trucks, which supply all of our supermarkets and food stores once their three day inventory has been exhausted, will not be able to continue moving.

Railroad repeater stations and block controls (that signal to a train that the next block of track is clear) have batteries with 24 hours of standby power.  Local control systems at grade crossings have batteries with 8 to 48 hours of standby power.  After that time the railroad will have to switch to manual control.  Degradation of capacity, particularly absent a functioning commercial telecommunication system, would lower capacity to as little as 10% to 20%.  Since over 40% of railroad cargo is coal for electric power plants (producing over 1/3 of all electricity), this would cause most of those plants to shut down after their one to four week on site reserves have been exhausted.  14% of railroad cargo consists of farm and food products.


Most dockside cranes in ports are electrically powered and have no power backup.  If the power grid is down only a few diesel-electric cranes (assuming their electronics have not been damaged) will be able to continue unloading ships.  Once ships have been unloaded, removal of containers from ports depends primarily on trucks, followed by railroads.
· Telecommunications.  The fiber optic backbone will probably survive fairly high E1 Pulse levels, though this has not been confirmed by tests.  Cellular networks will be more vulnerable to E1 Pulse than landline networks.   The real problem for telecommunications networks will begin if power from the grid is not restored before backup and emergency generated power runs out.
Batteries generally provide backup power for a time measured in hours, with on site emergency generators often having fuel to provide power for an additional 48 to 72 hours.  If power is not restored or the generators are not refueled within that time, commercial telecommunications and the financial system will likely shut down.  Utility companies and railroads rely increasingly on commercial telecommunications for monitoring their systems and communicating with their employees.  This form of communication will be increasingly crucial if a large portion of the SCADA systems stop functioning and employees have to be sent out into the field to report on the state of the system, request spare parts, repair malfunctions, and manually operate equipment, such as valves, switches and railroad crossing barriers.
· Banking and finance.  All of the financial industry utilities that transfer funds and process transactions rely heavily of computers and electronic automation.  Fedwire, the primary network for the transfer of funds between banks, processes over $2 trillion daily.   CHIPS (Clearing House Interbank Payment System), the primary clearing system for foreign exchange, processes $1.8 trillion daily.

While highly resilient against cyber attacks and conventional attacks, such as 9/11, the financial electronic infrastructure has never been tested for or hardened against EMP.  Though an EMP would likely not erase data stored on magnetic tapes, lack of power or damage to equipment could make accessing and transmitting such information impossible.  There is no recorded case where a bank following loss of its electronic systems reopened its doors and did business by hand.


Wealth that was recorded electronically could become inaccessible.  Credit, debit and ATM cards would cease to work.  Business, mortgage and car loans would probably cease.  Making payroll payments or paying suppliers would be difficult or impossible for most affected businesses.  Even reversion to a 19th century cash economy could be difficult, in the absence of the electronic records that are the basis of cash withdrawals and given that most people today keep only a limited amount of cash on hand.
· Food production, refrigeration and distribution.  Without electric power there would be no artificial irrigation using pumps, no tractors and automated harvesting equipment, no fertilizers and insecticides, no automated egg and dairy farms.  There would be no food processing, packaging or canning, no refrigeration and little or no distribution by truck or train to our 225,000 food stores, which typically have only a one to three day supply of food on hand, and the regional food warehouses that typically carry a 30 to 60 supply of food. In 2005 Hurricane Katrina’s destruction of the New Orleans food supply was a major factor in the need to evacuate New Orleans.

1900 it took 39% of the U. S. population on farms to feed themselves and the rest of the country.  Today, with per farmer productivity increased more than 50-fold through artificial irrigation, fertilizers and agricultural machinery, which we would not have without electric power, the percentage of farmers has declined to less than 2%.  If we had to revert to 1900 agricultural technology it could take 120 million farmers instead of the current 5 million to feed the country.


The short term problem largely is one of processing and distribution.  U.S. wheat and corn stockpiles are over 400 lb per person.  The issue lies in distributing it where needed and converting it into flour and bread.
· Emergency services.  Every year 1.8 million police, firefighters and paramedics respond to over 200 million 911 calls.  Tests indicate that police cars and the electronic equipment in them, including mobile radios, are likely to work after an E1 Pulse, requiring at most rebooting mobile data computers.  But if power has not been restored before the communication industry’s batteries have run down and its generators have run out of fuel, citizens will lose access to 911 call centers and first responders will lose access to commercial cell phones, being able to use only dedicated communication devices (e. g. police radios) that survived the E1 Pulse.  Many Emergency Operations centers depend on public telecommunications.  They often also have computers that could be damaged by an EMP.  911 call centers without long term uninterruptible power supplies will cease operating.  Police and other emergency vehicles will not be able to refuel unless there is a gas station with independent long term emergency generation capability nearby.  Hospitals’ ability to treat patients will be severely limited once their emergency generators have run out of fuel.  Without refrigeration many medications will become unavailable.

Police will likely be severely overstretched in the aftermath of a major EMP event, trying to cope with communications outages, traffic jams and gridlock, assisting other first responders rescuing people, directing traffic at intersections and guarding food stores to prevent looting.  Should civil disorder break out it is likely that local police forces would be overwhelmed, at least in major cities.  In the aftermath of Hurricane Katrina, once the fuel supply for emergency generators supporting emergency communications had run out, the ability of police to communicate with the public and with each was severely impacted, making it impossible to prevent the looting and violence that ensued.
Electricity sales account for about 2.5% to 3% of U.S. Gross Domestic product, or about $370 billion out of a $17 trillion GDP.  For historical blackouts of limited duration estimates of economic loss range from 6 to 20 times the value of the interrupted service, or 18% to 60% of total production for the affected area.  For a blackout of much longer duration affecting a larger part of the country this percentage would likely be higher.
Geomagnetic Storms

A solar storm would only produce an E3 pulse, but could be even more dangerous to the power grid than a nuclear EMP due to the longer duration of the event that would give transformers more time to overheat to destruction.  The risk of large scale failure due to solar storms is especially great in the northern United States and Canada.

· Sept. 1859 (Carrington event)

· Strongest solar storm on record  "Streams of fire" were reported pouring from telegraph wires
· May 1921

· 4,800 nT/min  Resulted in railroad and telegraph stations being set on fire through the currents in the wires
· March 1989 (Quebec)

· 480 nT/min

· Knocked out power to 6 million people in 92 seconds
· July 23, 2012

· Missed earth, est. at 75% of Carrington event  Detected by STEREO spacecraft, missed earth by 120 degrees.  Nine days earlier earth would have been directly in its path.  About 75% of the strength of the Carrington Event.
According to a report of the National Academy of Sciences, a severe geomagnetic storm could cause economic damage of $1 to $2 trillion (10 to 20 times that of Hurricane Katrina) in the first year, with 4 to 10 years until full recovery.

Coronal mass ejections can reach the earth in as little as 15 hours (the Carrington event took 17 hr. 40 min.).  NASA’s Advanced Composition Explorer (ACE) satellite is positioned between the sun and the Earth and can provide 15 to 30 minutes direct advance warning of a geomagnetic storm. Before the CME passes ACE, the magnetic field strength and orientation of the incoming plasma are not known, and thus it is not known if the CME will cause a geomagnetic storm on earth.
ACE is 17 years old, beyond its originally designed operational life, and is scheduled to be replaced by Deep Space Climate Observatory (DSCOVR) in fiscal 2015.  DSCOVR has been in storage for 13 years and was originally designed to monitor global warming, not solar storms.
Solar Storm Risk
· “A Carrington-level, extreme geomagnetic storm is almost inevitable in the future.”

             Lloyd’s of London, May 2013

We have just passed a periodic "solar maximum" of sunspot activity.  The rate of Coronal Mass Ejections, the phenomena that cause E3 pulses on Earth, peaks about two years after a solar maximum, which would be early 2015 in the current cycle.  It should be noted that Coronal Mass Ejections can and do happen at any time, they just are most likely right after a sunspot solar maximum.  
Based on historical records, the Lloyd's of London insurance market estimates the mid-point return period of a Carrington-level event at 150 years.  The last one was 155 years ago.
The Threat From Iran

· Iran test fired its 800 mi range Shahab-3 ballistic missiles from ships in the Caspian Sea.  These missiles are capable of reaching all of Israel and all U. S. bases in the Middle East from land inside Iran.  The only reason to acquire a sea launch capability would be to strike a target not reachable from land in Iran, like the continental United States.
· Iran detonated missiles at the top of their trajectory during those tests and declared the tests to be successful.  Neither conventional nor nuclear warheads detonated at that altitude would have the slightest effect on a ground target except through nuclear EMP.
· Iran is known to be designing a nuclear bomb trigger

· Iran also is working on fitting the container for a nuclear bomb into the nose cone of a Shahab-3 missile.  In 2004 the CIA obtained a laptop computer belonging to an Iranian engineer with thousands of pages of information, sketches and blueprints for the nuclear trigger device and fitting the nuclear bomb container into the Shahab-3.
· Iran has enough centrifuges to produce the enriched uranium for a nuclear bomb in less than two months







“A world without America is conceivable”












Mahmoud Ahmadinejad
North Korea
· North Korea is estimated to have between 12 and 60 nuclear warheads

· North Korean ICBMs now can reach most of the continental U.S., including New York and Boston [Washington Post, Sep. 2017]

· The US  believe[s] it may be possible that during 2018, North Korea will be able to [put] a miniaturized warhead on top of an intercontinental missile [CNN, Nov. 2017]

· Earlier this month, state news agencies in the Kim Jong Un-dictated country explicitly cautioned that it could hit the U.S. with an EMP offensive [Fox News, September 2017]

Conventional EMP Attacks

A Texas company called Applied Physical Electronics sells this "EMP Suitcase" for $150,000.  It advertises that "operation is as simple as throwing the on switch and pressing the trigger".  A remote control allows the operator to control it from a stand off distance.  The instructions caution the user "Do not operate near computer-controlled machinery or unshielded electronic equipment unless you intend on causing irreversible damage". 
Kinetic Attacks on Power Grid
· April 16, 2013 attack on Metcalf substation in San Jose, CA
· Attackers cut phone lines

· Snipers in 19 minutes knocked out 17 large transformers, aiming for the oil filled cooling systems.
· All shell casings were fingerprint free, having been carefully wiped
· The attackers disappeared one minute before police arrived

· No one was ever caught

· Different agencies disagreed on whether this was a terrorist attack or not.  But it clearly was not a couple of guys who had a beer to many shooting up road signs.  Was it a dry run?
What Can We Do
A March 2007 survey found that most state-based emergency responders had done little or no: 1) analysis of the effects of an EMP event, 2) preparation to harden critical equipment, or 3) training to cope with the aftermath.  The military, after pretty much abandoning its focus on EMP after the end of the Cold War in 1991 is focusing on it again and seems to be making good progress.  Our civilian infrastructure is a different matter.  After the 1989 event Canada invested $1.2 billion in installing numerous capacitors to protect the Hydro-Quebec grid.   If the $11 billion allocated in the 2009 Stimulus Bill to "smart grid activities" had been allocated to hardening the U.S. electric grid against EMP we would have a substantial level of protection by now.  Unfortunately, that was not the case.
· Reestablish the EMP Commission.  The Commission did good work pulling together information about the threat from EMP, conducting new tests and making some recommendations.  But the job is not finished.
· Conduct more tests.  Many critical systems and components have never been tested as to EMP survivability.  More tests are essential to ensure dollars for prevention are spent wisely, addressing the most serious vulnerabilities and not in areas where systems already are largely EMP resistant.
· Protect transformers and generating plants.  It would be difficult to prevent the power grid from shutting down following a major EMP event.  But we can ensure the protection of critical components so that the power can come on again in a matter of a few days rather than months or years.  Electronic protection systems exist that can protect large transformers and generators.  Since I last gave this presentation here the price to protect a large transformer has come down from about $3 million to just $250,000.  Where several transformers are located in the same substation one device might be able to protect more than one transformer.

If EMP hardening is engineered into the original design it is generally estimated to add 2% to 3% to the total cost of the system to be protected.  For military equipment, the cost of retro-fitting EMP hardening has been estimated at 3% to 10% of original cost, though in the case of the Minuteman I ICBM this percentage reportedly was as high as 50%.


This is not cheap, but pales in comparison to the replacement cost of the equipment and the damage that would result from catastrophic failure.  For example, it has been estimated that the Niagara Falls power plants could be protected from catastrophic damage to critical components due to an EMP event for about $100 million, or less than 1% of the $10+ billion replacement cost.
· Assure availability of replacement equipment.  This includes at site electronic spares not connected to the grid for generating plants, utility and communication control centers and traffic lights, and spare transformers.
· Increase number of frequency independent ‘islands’ in the electrical system.  This would create unaffected fringe areas remaining in operation that could assist in restoration of service, instead of 70% or 30% of our power grid going down at once.
· Expand emergency power supplies.   Increase the battery and on-site generating capability for key electrical substations and control facilities as well as cell phone towers.  Currently only 5% of electrical substations have on-site emergency generators.   The rest rely on batteries to provide uninterrupted power for up to 8 hours.
Ensure that key gas stations and railroad fueling stations have on-site generators with adequate fuel supplies to assure fuel for essential transportation.

A diesel-electric locomotive can produce about 1 to 3 Mw of electricity.  We have sent quite a few to Iraq to assist in the restoration of electric power there.  Perhaps we should have a plan to use them here in the event of a major and prolonged power outage to provide emergency power at crucial sites, like refrigerated regional food warehouses.
· Extend ‘black start’ capability.  A “black start” is the process of restoring a power station to operation without relying on external energy sources.  Generating capacity and load have to be balanced, have to have an intact connection between the two (including any substations or switchyards), and the transmission link has to be isolated from the rest of the grid. 
This is harder than you may think.  Many forms of power generation other than hydroelectric require substantial amounts of external power to operate.  For example, generating plants using steam turbines require station service power of up to 10% of their capacity for boiler feed water pumps, boiler forced-draft combustion air blowers, and for fuel preparation.  That is why many power plants rely on hydroelectric plants to provide the power for a black start, rather than having the required black start capability on site.  But extensive damage to the grid could prevent power flowing from a hydroelectric plant to another power plant requiring power to start up again.

Even hydroelectric power plants require a small amount of power to open the intake gates to recommence operation, and some very small hydroelectric plants rely on a power network connection for frequency regulation.


More power plants should be provided with on site fueled black start generation capability with EMP hardened or manually operable emergency generation and interconnection mechanisms, and the ability to isolate these plants from the rest of the grid during emergency operations through EMP hardened isolation switching.
· Shield critical SCADA and communications components.  To protect from the effects of EMP one can either acquire EMP hardened electronic equipment, or provide volume shielding inside a room or cabinet for non-hardened electronics.  Shielding, bonding, grounding and filters all can provide protection.  For example, EMP hardening a telecom cabinet would cost about $10,000 to $50,000, depending on size.

Keep wire and cable runs: 1) as short as possible, 2) as straight as possible (loops pick up more EMP), and 3) as close to the ground as possible to help minimize the amount of EMP any equipment connected to them will experience.  Shielded twisted pair cables pick up less EMP than unshielded cables.  EMP shielding in a metal container creates a “Faraday cage”; to be effective all openings should be closed with metal covers and cable entry panels should be electrically bonded to the metallic shield.  Exterior grounds should be short and of low impedance.

MIL-STD-188-125-1 provides over 100 pages of excellent and detailed information on protecting ground based facilities and equipment from the effects of high altitude EMP. 
EMP Shielding
· Mil-STD-188-125-1
· Clip ferrites on cables  Provides a small amount of shielding (a few dB) at low cost.  Additional ferrites will increase the level of protection.

Decibels are a way to express on a logarithmic scale the ratios between two physical quantities, such as voltages.  A change in voltage by a factor of 3 is about 10 dB; by a factor of 10, 20 dB; by a factor of 100, 40dB; and so on.

50dB of attenuation would be equivalent to a signal reduction factor of 316, reducing a 50,000 V/m pulse to 158 V/m, probably a safe amount and a reasonable goal for many electronic items.
· Use shielded ethernet cables  When used with RJ-45 shielded plugs this can add about 10dB of protection.
· Use surge protectors  Can add 20 to 40 dB of protection.
· Switch from metal to fiber optic cables  Fiber optic cables containing no metal do not couple to EMP pulses.
· Protect critical equipment in Faraday cages

· All metal exterior  with all seams sealed with conductive tape, lined with nonconductive material, like cardboard, to ensure the contents do not touch the metal.
· No openings  greater than 1/10".  Small openings have a greater effect at higher frequencies of EMP.  No penetration of the enclosure such as by cables.

Metal garbage cans and static bags, particularly in combination, can make quite effective low cost Faraday cages.  One has to pay attention to details.  For example, taping the lid of a metal garbage can with metal tape can increase the level of protection of the contents tenfold at higher frequencies, from 20 to 40 dB.

Which electronic components survive and which ones fail is hard to predict and will depend on factors such as the shielding provided by the surrounding structure, the orientation of the equipment relative to the direction of the blast, and whether the equipment is turned on or off, plugged or unplugged.
What Can We Do Locally
· Inventory of local assets
· Food, water and medication  Would the County seize any of the food or medication for "fair" distribution?  Impose rationing?  How much water is there in water reservoirs?  How can people purify water (1 lb. of pool shock treatment chlorine powder can purify 10-12,000 gal. of water)? 
· Gasoline, diesel, propane  How much is there in local gas stations and tanks of suppliers?  Would the County seize any of it for satisfying critical needs?  Impose fuel rationing?  How can it be accessed?  Siphon pumps?  Generators for fuel pumps (note that these generators will need their own fuel supplies).
· Coast Guard base  EMP hardened communications equipment?  Any stockpiles that can be shared with the community?  Personnel resources and weapons to aid law enforcement?  What does the Coast Guard Base need to continue operating?
· Human talent  Identify in advance retired doctors, nurses, police, fire fighters, veterans, ham radio operators...
· Inventory of local needs  
· Food, water and medication  1 gal. of water and about 2,000 calories per person are needed each day.  Who needs regular medication or oxygen to survive?
· Critical generators  Which ones have to be kept fuelled at all costs, what type of fuel do they require, and how to get the fuel to them?  Food and medication refrigeration?  Radio station?  Hospital?  Well, water or sewer pumps?  Cell phone towers?  Airport?  Emergency dispatch centre?  Emergency management HQ?
· Communications  To citizens and from citizens to emergency dispatch; among first responders; to outside to request help.
· Working vehicles for first responders  Do they still work?  Do any electronic parts need to be replaced?  
· Fuel for first responder vehicles
Q & A

How can EMP be produced by conventional means?  Non-nuclear EMP can be produced using microwaves (HPM, or High Power Microwave attack).  High power microwaves can be created when a chemical detonation is transformed through a flux compression generator (a special coil device) into an intense electromagnetic field.  Batteries and capacitors can be used to the same effect.  Such device could be built for $2,000 with commercially available electrical components, be small enough to fit into two parcels that could be shipped by regular mail, and have a range of about 1 mile


What are the estimated repair times for some critical systems?

· Replace damaged boiler, turbine or generator - 





1 year

· Replace damaged large transformer - 







1 – 2 years + backlog

· Repair damaged large transformer - 







1 month + backlog

· Repair and test damaged SCADA, DCS and computer control system - 


3 months

· Repair and test damaged protective systems - 






3 months

· Repair manual control system - 








1 month

What are the estimated costs to protect some critical systems?

· EMP hardened replacement units and protection schemes for major transformers - 
$500 million
· EMP protection for control systems at 5,000 generating plants - 



$250 million
· Create sub region islands through non-synchronous interfaces (should be at least 6) -
$150 million each














$5 million/yr. operating costs each

· Simulation and training centers (should be three, one for each interconnect) - 

$250 million each

$25 million/yr. operating costs each

· Switchable ground resistors for high-value transformers - 




$150 million

· New black start generation capability (should be up to 150) - 




$12 million each

· Add fuel storage to existing black start generation capability - 



$1 million each

· Add emergency generation capability at crucial fuel and transportation sites - 

$2 to $5 million each

The standard unit of electric field strength is the volt per meter (v/m).  An E-field of 1 v/m is represented by a potential difference of 1v between two points 1 m apart.  1 v/m = 1 newton/coulomb.


The newton (unit of force) is the force required to accelerate a mass of 1 kg at a rate of 1m per second per second.

1N = 1 kg*m/s2


The coulomb is the amount of electric charge transported in 1 second by a steady current of 1 Ampere.  1A = 1C/s.


A particle passing through a magnetic field of 1 tesla at 1 m/s carrying a charge of 1 coulomb experiences a force of 1 newton.

1T = 1 v*s/m2  = 1 N/(A*m) = 1 kg /(C*s) = 1 kg /(A*s2)       

1 nanotesla (nT) = 1T * 10-9             
The Earth’s magnetic field at the equator is about 31,000 nT, and at 500 latitude about 58,000 nT.

Roger R. Block: The "grounds" for Lightning and EMP Protection, PolyPhaser, 1993

Avoiding EMP Damage  http://www.preppers.info/uploads/EMP2.pdf
